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Twitter hides Trump tweet for ‘glorifying
violence'
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https://www.bbc.com/news/technology-52846679
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US CREATED IT

EU FAILS TO RESPOND
THE CORONAVIRUS IS NOT SERIOUS

'S A SECRET PLAN OF THE GLOBAL ELITES

THE CORONAVIRUS WAS PROBABLY MADE BY NATO
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Source: Repeating a lie does not make it true, euvsdisinfo.eu


https://euvsdisinfo.eu/repeating-a-lie-does-not-make-it-true/
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Source: Cronavirus health claims debunked, BBC 5



https://www.bbc.com/news/av/52369688/coronavirus-health-claims-debunked
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Lijian Zhao, Chinese foreign ministry
spokesperson: “The virus did not originate in
China.”

Matteo Salvini, Italian politician: “China created
the Coronavirus in a laboratory.”

Jair Bolsonaro, Brasilian president: “The anti-
malaria drug Hydroxychloroquine is totaly
effective against Coronavirus.”

Source: False coronavirus claims by politicians debunked, BBC



https://www.bbc.com/news/av/52299689/coronavirus-false-claims-by-politicians-debunked
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Nearly half of the populatlon has read fake
news about the Coronavirus

TOPICS: Coronavirus In Norway COVID-19 Fake News About The Coronavirus

)

Source: Norwaytoday.info



https://norwaytoday.info/news/nearly-half-of-the-population-has-read-fake-news-about-the-coronavirus/
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Source: Repeating a lie does not make it true, euvsdisinfo.eu 8



https://euvsdisinfo.eu/repeating-a-lie-does-not-make-it-true/
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EUVSDISINFO
DATABASE

1,152,270

As of 19 May, The EUvsDisinfo database has a total of 8508 disinformation

cases, of which 494 are related to conspiracies and false information on the
coronavirus. Source: euvsdisinfo.eu



https://euvsdisinfo.eu/figure-of-the-week1152270/
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500% increase in COVID related SPAM mails in March
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These COVID related SPAM emails are further used to spread prevalent malware like Fareit, Trickbot and COVID ransomware.

THIS INFORMATION 15 MCAFLE CONFRDENTIAL, IT 15 NOT TO BE RILID ON BY ANY JRD PARTY WITHOUT PRIOR WRITTEN CONSINT U mf“ 3

Source: ASSOCHAM webinar: Building Cyber Hygiene & Security Practices in Covid times 1o



https://youtu.be/z9AjNDAloDo
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Sectors Targeted I McAfee

Together is power.

The volume of threats related to Covid-19 has been significant, with lures used in all manner of attacks.
Tracking these campaigns reveals the most targeted sector is healthcare, followed by finance, and then education.
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Bad links: Education, -
Tuitions, Collaboration tools

m Healthcare

= Banking / Finandal

= Education

m Other

= Government

= Qutsourcing & Hosting

m Transportation

False CV19 Financing,
Insurance, Loans *

False Sanitizers,
—=* PPE’s, Blood, Cures

Source: ASSOCHAM webinar: Building Cyber Hygiene & Security Practices in Covid times 1



https://youtu.be/z9AjNDAloDo
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SHORT ASSESSMENT OF NARRATIVES
AND DISINFORMATION AROUND
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UPDATE: 23 APRIL - 18 MAY 2020 THE COVID-19 PANDEMIC

» There is a crystallising and clustering around specific topics and narratives: 5G

networks; global domination of secretive elites; and attacks on individuals engaged
in the development of vaccines, especially Bill Gates.

External actors, notably pro-Kremlin sources, are still involved in spreading
disinformation, including by amplifying existing conspiracy theories.

The efforts of state actors like China to deflect blame, to use the pandemic to
promote their own governmental system and enhance their image abroad continue.

The spread of false information pertaining to the 5G network has also led to
multiple arson attacks on telecommunication infrastructure across Europe.

In some regions and countries, the COVID-19 pandemic is used to restrict freedom
of speech and freedom of the media.

Continued threats and harassment against fact-checkers and fact-checking
organisations are being observed.

Source: euvsdisinfo.eu 12



https://euvsdisinfo.eu/eeas-special-report-update-short-assessment-of-narratives-and-disinformation-around-the-covid19-pandemic-updated-23-april-18-may/

COUNCIL OF EUROPE

COUNCILOFEUROPE -

What is disinformation?

(CONSEIL DELEUROPE. .

CONSEIL DEt'EUROPE

= Iy & -
- - 2% 4 s

TYPES OF INFORMATION DISORDER

FALSENESS INTENT TO HARM

Misinformation

Unintentional mistakes
such as innaccurate
photo captions, dates,
statistics, translations, or

when satire is taken
seriously.

Disinformation

Fabricated or deliberately
manipulated audio/visual
content. Intentionally
created conspiracy theo-
ries or rumours.

Malinformation

Deliberate publication of
private information for
personal or corporate
rather than public inter-
est, such as revenge porn.
Deliberate change of
context, date or time of
genuine content.

Source: Information Disorder, Council of Europe study


http://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
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The right to free » Incorrect information may influence the way
and fair elections that individuals vote.

» Disinformation is often targeting specific
individuals and their reputation.

The right to > Disinformation sometimes focuses on

non-discrimination particular groups in society, especially
refugees and migrants, or ethnic minorities;
intentionally or involuntarily inciting violence,
discrimination or hostility.

The right to health » False information about health and disease
prevention can lead to serious risks for people.

The right to freedom > Inappropriate, rash or too restrictive
of expression responses to disinformation pose risks to
freedom of expression and media freedom.

14
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New gatekeepers of information -
search and social media platforms -
exert a strong influence on how

Advances in technology make it
easy to create fake images and

videos.
individuals are informed and form
their opinions.
The shift of communication and Fewer media manage public
information to the internet has debate and influence public
caused a shift of audiences away opinion, as the success of the
from the mainstream media to platforms translated into a loss of
social media. ad revenue for the media.

Result: Decline of trust in information and media as people consume
both established and unreliable news sources without distinction, and
become confused what is true and whom to believe.
15
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TRUST IN NEWS WORLDWIDE

23% 23%
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Owerall trust Trust In news Trust in search  Trust in social media
In Nnews | use engines for news for news

Source: Trust in Media 2019, EBU 16



https://www.ebu.ch/publications/research/login_only/report/trust-in-media
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EVOLUTION OF THE NET TRUST
INDEX IN THE EU (2013-2018)

Evolution of trust in media
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https://www.ebu.ch/publications/research/login_only/report/trust-in-media
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WORRY ABOUT QUALITY INFORMATION

Percent who agree

The media | use are contaminated | worry about false information or fake
with untrustworthy information news being used as a weapon
1 1

o/

Source: Edelman Trust Barometer 2020 18
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https://cdn2.hubspot.net/hubfs/440941/Trust%20Barometer%202020/2020%20Edelman%20Trust%20Barometer%20Global%20Report.pdf?utm_campaign=Global:%20Trust%20Barometer%202020&utm_source=Website
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PROPORTION THAT OFTEN OR SOMETIMES ACTIVELY
AVOIDS THE NEWS

All markets
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Source: Digital News Report 2019, Reuters Institute 19



http://www.digitalnewsreport.org/survey/2019/overview-key-findings-2019/
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NO INSTITUTION SEEN AS

BOTH COMPETENT FNHIOAL
AND ETHICAL 95
(Competence score, net ethical score)
NGOs ®
(-4, 12)
LESS COMPETENT « -50 =
= Business
Media (14, -2)
(47,-T)
|
Government
(-40, -19)
-35
UNETHICAL

Source: Edelman Trust Barometer 2020
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https://cdn2.hubspot.net/hubfs/440941/Trust%20Barometer%202020/2020%20Edelman%20Trust%20Barometer%20Global%20Report.pdf?utm_campaign=Global:%20Trust%20Barometer%202020&utm_source=Website
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WEAPONS OF MASS DISTRACTION

Most disinformation is created,
launched and spread with either
political or economic objectives by:

v A range of antidemocratic
movements

v’ Partisan political actors

v’ Powerful economic forces

AN

Foreign states can benefit from
deploying disinformation
campaigns

v’ Various individuals using online
infrastructure to earn money
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STATES PLATFORMS

» Often entrust the > Routinely remove
important task of . f K fake news or block content
deliberating “what dRE ]]O\\S " without
is true and what w explaining why;,
false”, together DISINFURMATIUN ke pev . based on

with the liability, to | f k VV : “community
search and social a e ne S f standards” rules

media platforms

¥ » Thereisno
» Some states have & {;%}P%%RM%%}}V S independent
enacted legislation = DISINFORMATION oversight of their

for specific cases of takedown
disinformation practices

22
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Which of the following institutions and media actors
should act to stop the spread of “fake news” ?

0 10 20 30 40 50
NATIONAL AUTHORITIES [ -
PRess AND BROADCASTING MANAGEMENT [ ¢
amizens THemseLves [ 32

ONLINE SOCIAL NETWORKS _ 26

EU INSTITUTIONS
NON-GOVERNMENTAL ORGANISATIONS

—
v

OTHERS (SPONTANEOUS) |} 1

ALL OF THEM (SPONTANEOUS) [l 4
NONE (SPONTANEOUS) |} 1
poN'T know [l 4

Eurobarometer 2018
Study: Automated tackling of disinformation

EPRS | European Parliamentary Research Service 23


https://www.europarl.europa.eu/RegData/etudes/STUD/2019/624278/EPRS_STU(2019)624278_EN.pdf
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o OF INTERNET USERS ARE CONCERNED
83% umirs s 73% soirosromuononine
THE PRE-ELECTION PERIOD *

ACTION PLAN AGAIN
DISINFORMATION

October 2018 — Adoption of the Code of Practice on disinformation

October 2019 - annual self-assessments by the Code signatories
(Google, Facebook, Twitter, Microsoft and Mozilla)

May 2020 - monitoring report on the Effectiveness of the Code

June 2020 - European Digital Media Observatory in Florence
24


https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
https://ec.europa.eu/digital-single-market/en/news/annual-self-assessment-reports-signatories-code-practice-disinformation-2019
http://erga-online.eu/wp-content/uploads/2020/05/ERGA-2019-report-published-2020-LQ.pdf
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Empowerment of quality
journalism

Empowerment of media

and information literacy
skills

Ensuring compliance
of online platforms

Awareness of artificial
intelligence systems
manipulative capabilities

>

The human rights approach

esae 5% |

Recommendation on promoting a favourable
environment for quality journalism in the
digital age

Study on supporting quality journalism
through media and information literacy

Recommendation CM/Rec(2018)2 on the roles
and responsibilities of internet intermediaries

Declaration on the manipulative capabilities
of algorithmic processes

Recommendation CM/Rec(2020)1 on the
human rights impacts of algorithmic systems

25
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Serious impact of disinformation on
individuals’ right to health is a real threat.

Exceptional circumstances justify
exceptional measures including some
restrictions on freedom of expression.

Malicious spreading of disinformation may
be tackled with ex-post targeted sanctions.

Media play a key role in this crisis and also
has an increased responsibility to provide
accurate, reliable information to the public.

Some governments are using the crisis as a
pretext to introduce disproportionate

restrictions to media freedom.
26
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How people consume COVID-19 news:

v People consume more news than usually,
with a staggering 99% accessing COVID-19
news at least once a day.

v People use more traditional media,
especially public broadcasters, to get their
COVID-19 news.

v’ Official sources are not only used but also
trusted, while the social media have taken
a back seat.

v" Disinformation and confusion about
COVID-19 are present but people are more
aware and some check other sources.

Source: Ofcom weekly research 21



https://www.ofcom.org.uk/research-and-data/tv-radio-and-on-demand/news-media/coronavirus-news-consumption-attitudes-behaviour
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Mark Zuckerberg
said he believed
new regulation
was needed in
four areas:

e Harmful content
e Election integrity
* Privacy

e Data portability

(The Guardian,
30 March 2019)

Image: The Economist

28


https://www.theguardian.com/technology/2019/mar/30/mark-zuckerberg-calls-for-stronger-regulation-of-internet
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further resources:

Thanks for your www.coe.int/freedomofexpression
attention !

www.coe.int/dataprotection

www.coe.int/cybercrime

www.coe.int/Al

Facebook Page
Information Society Group

29
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